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Our Client List Includes:

Ball Aerospace

Bechtel Idaho (Dept. of Energy)

Bechtel Nevada (Dept. of Energy)

Buckley Air Force Base

Chipotle

Colorado Dept. of Transportation

Comcast, Inc.

Computer Sciences Corporation

Denver Public Schools

Dept. of Energy Headquarters

DMW Group/Japanese
Communications, Inc.

EchoStar

Environmental Protection Agency
Region VIlI

Federal Aviation Administration

Federal Highway Administration

Federal Railroad Administration

Group Publishing

Health Trans, Inc.

Hill Air Force Base

IBM Global Services

Los Alamos National Laboratory
(Dept. of Energy)

Mississippi National Guard

National Business Center (Dept.
of the Interior)

National Endowment for the
Humanities

National Renewable Energy
Laboratory (Dept. of Energy)

Oracle Corporation

Peace Corps

Rock Bottom Restaurants

Sandia National Laboratory

State of Colorado
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Strategic Solutions for Business Systems

The Objective

HILL AFB was in need of an Engineering and IT solutions provider to provide database management,
programming and technical services to support and improve the information management systems used
in the performance of maintenance, repair, and operational support functions associated with C3lI
Directorate weapon systems.

Meeting the Challenge

SofTec provided Help Desk, Network Support and Network Maintenance at Hill AFB. SofTec's network
infrastructure engineers provided Microsoft Systems Management Server (SMS), Oracle and Tivoli
Support. SofTec's network maintenance personnel maintained and managed the communications
infrastructure used to interconnect over 20,000 computing devices into a consolidated Hill AFB network.
SofTec's approach was to provide effective, efficient, secure, and reliable information network services
that involve an increasingly complex network environment:

¢ Under the direction of TCNO 2008-315-301A (Installation of ACC Emergency Mass Notification
System EMNS for ACC Tenants on AFMC Bases) SofTec team members were tasked with
implementing AtHoc for ACC Tenants on Hill AFB. The team produced a detection method to find all
the systems that required the application. The AtHoc ACC application for Hill AFB was successfully
created and published. Team members were also responsible for a scheduled push of 1,500+
machines after-hours to receive the application reported to the Information Assurance Office @
99.6% compliancy.

* SofTec worked on the implementation of Host Base Security Systems HBSS to Servers. Per 83
NOS/CC directions, a change in the process adds rigor to the deployment to ensure servers meet
the minimum configuration requirements for HBSS prior to deployment. The change required an
"uninstall" of previous deployment to servers not meeting the new requirements. Detection tests had
to be reconfigured and new test candidates were selected by utilizing the Enterprise Management
Console.

* SofTec provided significant assistance to the Symantec Antivirus Team by developing an application
which would allow the Symantec Server Admins to update 64-bit systems on Hill AFB. The current
process allows the ability to "remote control into," and update individual systems. This newly built
process resulted in reduced man-hours and allowed the team to focus on securing Hill AFB.

* SofTec spent several man-hours building applications and writing detection tests toward the following
TCNOs: 2008-345-002 (Multiple Vulnerabilities in the Sun Java Products), 2008-350-003A (Multiple
Problems in Wireshark), 2008-352-003 (Multiple Vulnerabilities Computer Associates ARCserve
Backup, and 2008-354-002 (Multiple Remote Vulnerabilities in Mozilla Products).

* SofTec team members supported the SDC Vista implementation by creating an application to remove
Sonic, Roxio, and Nero CD burning software. (Test systems submitted had failed due to the software
installed.) Team members supported Hill AFB licensing issues by publishing the application to install
Visio Viewer 2007 to support the removal of unlicensed versions of Visio pro.
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